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H3C S7500E Series High-end Multi-service

Routing Switches

H3C S7500E Series Products

Product Overview

3C S7500E Series is a new generation of high-end multi-
H service routing switches launched by H3C Technologies

Co., Ltd to meet the needs of integrated service networks.
Products of this series use the proprietary COMWARE V5 OS of H3C
and integrate services such as the Multiple Protocol Label Switching
(MPLS) services, IPv6, network security, wireless services and passive
optical networks. They support highly reliable technologies such
as Non-Stop Forwarding (NSF), graceful restart and ring network
protection.

By improving productivity and ensuring maximum operation time,
they can reduce the Total Cost of Ownership (TCO). The H3C S7500E
Series is categorized as green equipment, meeting requirements

of the Restriction of the Use of Certain Hazardous Substances in
Electrical and Electronic Equipment (RoHS).

The H3C S7500E Series consists of five models: S7510E (12 slots),
S7506E (8 slots), S7506E-V (8 vertical slots), S7503E (5 slots) and
S7502E (4 slots). All models support redundant master control. The
H3C S7500E can be widely used in multi-network environments,
such as convergence and edge networks of a Metropolitan Area
Network (MAN), core and convergence networks of a campus
network, and wiring closets. It is an integrated solution for wired and
wireless services, as well passive and active networks.

Key Benefits

Rich Services for Integrated Service Networks
@© All-round MPLS Services
The H3C S7500E Series has the following MPLS related features:

e Supporting the Virtual Routing and Forwarding-Lite (VRF-Lite),
which allows the S7500E working as a Multi Custom Edge (MCE)

e Supporting L3 and L2 (Martini, Kompella) MPLS VPN, which can be
extended to support Virtual Private LAN Service (VPLS)

e Supporting the MPLS Operation, Administration and Maintenance
(OAM) to facilitate operation and maintenance

e \Working with H3C MPLS VPN Manager to provide graphical MPLS
deployment and maintenance

@ Wire-speed IPv4/IPv6 Services
The H3C S7500E Series has the following IPv4/IPv6 related features:

e Supporting the IPv4/IPv6 protocol stack and numerous 6to4
tunneling technologies

e Supporting IPv4/IPv6 multicast, which builds a perfect IPv4/IPv6
solution

e Distributed architecture, which supports wire-speed IPv4/IPv6 services

¢ A series of mature IPv6 products, which has obtained the IPv6
Ready Phase Il Golden Certificate

@ Wired & Wireless Integrated, Active & Passive Integrated

The wireless control module of H3C S7500E provides rich services,
including:

e Granular user control

¢ All-round Radio Frequency (RF) management and security
mechanism

e Fast roaming
¢ High QoS
e Support IPv6

By working with the security policy server, the wireless control module
can implement Endpoint Admission Defense (EAD) for wireless
access users, thus improving the security of the entire network.
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The H3C S7500E is a kind of Ethernet Passive Optical Network
(EPON) equipment, which is of the highest density in the industry.
One single unit can host 10,240 FTTH users. H3C S7500E is an EPON
system that provides carrier-class reliability:

e Distributed architecture

e Modular design

e Redundant Main Control Unit (MCU) for hot back-up

e Passive backplane

e Redundant power supply for dual input

® Supporting Portal Authentication

The H3C S7500E supports Portal authentication of large capacity:

e It can be used as an EAD gateway for EAD security authentication
in a LAN that has thousands of users

e [t can also provide Portal authentication for authentication and
accounting, as well as being used as a convergence/core device in
medium to large size campus networks

Flexible Configuration and Excellent Adaptability

® Optimal Choice for Wiring Closets & Integrated Service
Networks

The H3C S7500E has developed the SA module to meet the needs
of wiring closets. One unit can in maximum provide 480GE and
four 10GE wire-speed ports. H3C S7500E supports EAD solution
to enhance the terminal security. With embedded 2800W power
supply, H3C S7500E can support PoE, which makes VolP and
wireless access very well.

® Optimal Choice for Edge and Convergence in Government
and Power MANSs

The H3C S7500E has the following features to work in the edge and
convergence in MANSs:

e Supporting VRF-Lite, which allows the S7500E working as a MCE

e Providing centralized MPLS services when configured with a
Salience VI-Turbo engine, which is cost effective when the S7500E
works as a PE on the edges of a MAN

e Providing distributed wire-speed MPLS services when configured
with the EA module, which is effective when the S7500E works as
a PE in the convergence layer of a MAN

© Optimal Choice for IPv6 Networks

All Salience VI engines in an H3C S7500E can provide centralized
IPv6 services. To meet the high performance of IPv4/IPv6, H3C has
developed the SC module for distributed IPv4/IPv6 forwarding.
When fully configured, the unit can achieve wire speed without
convergence. Routers of this series features high performance

and low cost, which can be used as dual-stack convergence

core equipment in universities, or used to meet the IPv6 Ready
requirement of users in other industries.
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All-round Security Measures Against Various Kinds of
Network Threats

@ Three Security Mechanisms
H3C S7500E ensures the system security from three planes:
e On the Controlling Plane

- Embedded protocol packet attack recognition module, preventing
attacks from Topology Change Notification (TCN), Address
Resolution Protocol (ARP) and other protocol packets

- Using the MD5 algorithm for the OSPF/BGP/IS-IS routing protocols,
preventing network breakdown caused by illegal route update packets

* On the Management Plane

- SNMPv3 network protocol

- SSHv2

- 802.1x based AAA/Radius user authentication

- Hierarchical permission management

* On the Forwarding Plane

- Binding of IP addresses, VLAN, MAC addresses and ports

- Supporting Unicast Reverse Path Forwarding (URPF) to prevent
illegal traffic from accessing the network

- Using longest matching packet by packet forwarding mechanism
to prevent attacks from viruses

@ EAD for Wired and Wireless Services

H3C S7500E is a critical component of the EAD solution. The
S7500E can dynamically receive control policies from the security
policy server, and grant access rights according to endpoint security
status. H3C S7500E supports EAD of both wired and wireless end
users.

@ Enhanced ACL Feature

H3C S7500E Series provides strong ACL features:

e Standard and extended ACL

¢ VVLAN-based ACL to save ACL resources and to facilitate configuration
e Ingress and egress ACL

One 48GE module can support up to 9000 ACLs, fulfilling the strict
access control requirements of industries such as finance.
Carrier-class Reliability for Long-term Smooth Operation
@© Design of Carrier-class Reliability

The design of the H3C S7500E eliminates single point of failures. All
critical parts (such as the MCU, switching network, power supply)
feature redundancy design. The passive backplane eliminates single
point of failures in the cabinet. All modules and power supply
support hot swap. H3C S7500E Series can operate in extreme
environment reliably and for a long time, with a carrier-class
reliability of 99.999%.



© Reliable Multi-service Operation
The H3C S7500E supports:
e NSF and graceful restart, with a switching time of milliseconds

e Equal cost route to help users create equal cost multi-paths to
balance the load and realize redundancy backup

e Rapid Ring Protection Protocol (RRPP) to provide a ring network
protection with error time less than 200 ms

e Smart-link protocol to ensure millisecond fast switch between dual
uplink network topology
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Using these technologies, the H3C S7500E can operate without stop
while processing multiple services.

® Supporting Hot Fix

Bugs in the software of the H3C S7500E can be hot fixed and new
service features can be added without restarting the equipment.

The H3C S7500E provides user commands to switch the status

of hot fixes. Using such commands, users can conveniently load,
activate, deactivate, execute or delete a hot fix. Hot fix technology
reduces equipment restart times and enables the network to operate
normally for a longer time.

Unit Switching Capacity | 1152G/768G 768G 768G 480G 192G
Backplane Capacity 02.4Tbps 0 1.6Tbps 0 1.6Tbps 0 1Tbps 0 400Gbps
IPv4 Packet 773Mpps/488Mpps 488Mpps 488Mpps 274Mpps 143Mpps
Forwarding Rate

Number of Slots 12 8 8 (vertical)

Number of Traffic Slots | 10 6 6 3 2
Redundancy Power supply and MCU redundancy

Max. Routing Tables 128K

Max. MAC Addresses 128K

L2 Features o |EEE 802.1P (COS priority)

¢ |[EEE 802.1Q (VLAN)

o |[EEE 802.1d (STP)/802.1w (RSTP)/802.1s (MSTP)

¢ |EEE 802.1ad (QinQ), QinQ and VLAN mapping

o |EEE 802.3x (full duplex traffic control) and back pressure traffic control (semi-duplex)
o |EEE 802.3ad (link convergence) and link convergence across boards
o |EEE 802.3 (10Base-T)/802.3u (100Base-T)

o |[EEE 802.3z (1000BASE-X)/802.3ab (1000BaseT)

® |EEE 802.3ae (10Gbase)

o |[EEE 802.3af (PoE)

¢ Rapid Ring Protection Protocol (RRPP)

e Ports across boards and traffic mirroring

e Port broadcast/multicast/unknown unicast storm suppression

e Jumbo frame

o VLAN partition based on ports, protocols, subnet and MAC

e SuperVLAN

e PVLAN

® Multicast VLAN+

e GVRP

e LLDP

IPv4 Routing Features

 |S-IS

¢ BGPv4

e OSPF/IS-IS/BGP GR (Graceful Restart)
e Equal-cost route

e Policy route

e Routing policy

* ARP proxy

® DHCP relay
® DHCP server
e Static route
e RIPVI/NV2

e OSPFv2

)
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IPv6 Routing Features ¢ [CMPv6 ® BGP4+

o [CMPv6 redirection o |S-ISv6

e DHCPv6 e Manual tunnel

* ACLv6 o |[SATAP

e OSPFv3 e 6to4 tunnel

* RIPng e |Pv6 and IPv4 dual stack
Multicast Protocols * IGMPVI/A2/V3 * MSDP

¢ IGMPv1/v2/v3 Snooping e AnyCast-RP

* IGMP filter e MLDv2/MLDV2 snooping

® IGMP fast leave
® PIM-SM/PIM-DM/PIM-SSM

e PIM-SMv6, PIM-DMv6, PIM-SSMv6

ACL/QoS Features

e Standard and extended ACL

o VLAN-based ACL

e Ingress/Egress ACL

e Ingress/Egress CAR, with a granularity of 64Kbps

o Traffic shaping

® 802.1P/DSCP priority mark/remark

® Queue scheduling, including SP, WRR, SP+WRR and CBWFQ

® 8 queues per port

e Congestion avoidance mechanisms, including Tail-Drop and WRED

Supported MPLS
Features

e |3 MPLS VPN

e L2 VPN: VLL (Martini, Kompella)
o MCE

e MPLS OAM

Security Mechanisms

e EAD security solution

e Portal authentication

e MAC authentication

o |[EEE 802.1x and IEEE 802.1x server

° AAA/radius

e HWTacacs and command line verification

® SSHv1.5/SSHv2

o ACL traffic filtering scheme

e OSPF, RIPv2 and BGPv4 plain text and MD5 cipher text authentications

e Hierarchical protection for command lines to prevent unauthorized and illegal access. Users of different levels are granted
different configuration rights.

e Telnet and password authentication for restricted IP addresses

e Bindings of IP addresses, VLAN ID, MAC addresses and ports

* URPF

o Active/standby data back-up scheme

e Error alarm and auto restore

¢ Data log

System Management o FTP, TFTP and Xmodem ¢ RMON
© SNMP v1/v2/v3 o NTP clock
e sFlow traffic accounting
Reliability e MCU 1+1 redundancy back-up ® RRPP
e Power supply 1+1 redundancy back-up o Graceful restart for OSPF/BGP/IS-IS
e Passive backplane design e DLDP
® Hot swap of all boards o \VCT
* VRRP e Smart-link
e Ethernet OAM (802.3ah) e Hot fix

Requirements on
Environment

(non-condensing)

Temperature: 0°C to 45°C
Relative humidity: 10% to 95%
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Specifications (continue)

— S7510E S7506E S7506E-V S7503E S7502E w

Security Specification CE, FCC PART 15, TUV-GS, UL-CUL, ICES003 and VCCI
and EMC Certification
Power Supply Input DC: -48V to —-60V
Input AC: 100V to 240V
Maximum output power: 650W (S7502E), 1400W/2800W (S7503E/S7506E-V/S7506E/S7510E)

PoE Power Supply Built-in PoE power supply
Dimensions 436 x 708 x 420 436 x 575 x 420 436 x 930 x 420 436 x 441 x 420 436 x 175 x 420
(W x H x D) (mm)
Full Configuration 096 077 094 063 027
Weight (kg)
U /

Networking Application
1. High Density Wring Closet (Integrated Network)

The H3C S7500E Series works well for high density wiring closets. e 8 priorities, each port to meet multimedia requirements such as
One unit can provide 480 gigabit and 100 megabit electrical ports video and voice
and.four 10. gigabit .p.orts. The S7500E is the most capacious access  High QoS for other new services
equipment in the wiring closet market. It supports:

e Abundant IPv4/IPv6 multicast protocols to facilitate the

e EAD, accessing permission granting according to the security deployment of new multimedia services

status of users

® PoE, voice and wireless services

480 users in each unit EAD

PoE power supply Wireless access control

Two 10 gigabit ports 8 priorities

integrated into the engine

Mixed types of engines Built-in PoE power supply
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2. MPLS Network Environment (Industrial MAN)

The H3C S7500E supports layer 2/3 MPLS VPN and VRF-Lite, and
provides several MPLS VPN solutions. When used with MPLS VPN
Manager, H3C S7500E realizes graphical MPLS deployment and
maintenance. H3C S7500E supports MPLS OAM, and can quickly
detect and shoot troubles in the MPLS management and control

VLL/QinQ

3. Wired & Wireless Integrated IPv6 Campus Network

Conventional wireless networking modes cannot meet the
requirements of IPv6, wireless security, user management, wireless
voice services etc. H3C S7500E wireless controller + FIT AP control
structure realizes centralized AP management and configuration.

It supports centralized user right distribution and controlling, auto
download of configuration files by AP, auto upgrade of software,

Outer network

S7 500E+AC

A
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Core layer

IPv4 server

Convergence layer

Access layer

Client

WA2110 PC

S7500F G}

GE/10GE
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planes. H3C S7500E can be used as PE equipment in MPLS-to-edge
MANSs, and can also be used as MCE equipment in extended MPLS
network. It can be widely used in E-government networks, power
MANSs and other networks that needs to use MPLS.

MPLS L3 VPN

L3 MPLS to edge

IPv6, wireless security, RF management, roam across L3, and the
deployment of value added services such as voice and video services.
The H3C S7500E is based on unified hardware and software
platforms. Wired and wireless integrated solution overcomes
difficulties such as wired and wireless equipment split, and network
and user management split.

S7500E+AC

GE/10GE IPv6 server

L,

PC WA2110 PC



4. Active & Passive Integrated IP Bearer Network
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Each slot of H3C S7500E provides 4/8/16 passive optical ports. One cost. The combination of EPON and high-end switches makes

unit can provide up to 160 passive optical ports, and support 1:64 the entire bearer network as efficient and secure as high-end
optical split. One unit can host up to 10,240 FTTH users. Bearer equipment. It can provide a RRPP protection within 200ms and a
networks built using EPON technology can greatly save backbone carrier class reliability of 99.999%.

optical fiber resources, reducing the operation and maintenance

oLT
H3C S7500E

Optical splitter  Optical splitter

User User
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IP MAN

.

ONU ONU
User User

Ordering Information

Optical splitter

For any product in H3C S7500E Series, users can purchase cabinets, power supplies and service modules as needed.

2.2 m cabinet

0-1

1.8 m cabinet

Cabinet/Chassis Configuration

Optional

H3C S7510E Ethernet Switch Chassis with Fan

H3C S7506E Ethernet Switch Chassis with Fan

H3C S7506E-V Ethernet Switch Chassis with Fan

H3C S7503E Ethernet Switch Chassis with Fan

H3C S7502E Ethernet Switch Chassis with Fan
Switching Route Processing Board Configuration
H3C S7500E Salience VI-Turbo Switch and Route Processing Unit

H3C S7500E Salience VI-10G Switch and Route Processing Unit, with 2 XFP Interfaces

H3C S7500E Salience VI Switch and Route Processing Unit

H3C S7502E Main Control Unit
Board Configuration
H3C S7500E 48-Port T00BASE-FX Ethernet Optical Interface Module, SFP Req.

Depends the number of

H3C S7500E 48-Port 10/100BASE-TX Ethernet Interface
Module (RJ45), upgradeable to PoE

wire slots on the cabinet

H3C S7500E 48-Port 10/100/1000BASE-TX Ethernet Interface
Module (RJ45), upgradeable to PoE

H3C S7500E 24-Port 10/100/1000BASE-T Ethernet Interface Module (RJ45)

H3C S7500E 48-Port 10/100/1000BASE-T Ethernet Interface Module (RJ45),
upgradeable to PoE

H3C S7500E 12-Port 1000BASE-X Ethernet Optical Interface Module, SFP Req.

H3C S7500E 24-Port 1000BASE-X Ethernet Optical Interface Module, SFP Req.
-

Optional

One is necessary.
Two is the maximum.

Optional

J

[ S7500E



Ordering Information (continue)

Board Configuration

H3C S7500E 48-Port 1000BASE-X Ethernet Optical Interface Module, SFP Req.
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H3C S7500E 2-Port 10GBASE Ethernet Optical Interface Module, XFP Req.

Interface Module

H3C S7500E 24-Port 1000BASE-X SFP (SFP Req.) and 2-Port 10GE XFP (XFP Req.)

Interface Module

H3C S7500E 24-Port 10/100/1000BASE-T RJ45 and 2-Port 10GE XFP (XFP Req.)

H3C S7500E 1-Port Enhanced 10GBASE Ethernet Optical Interface Module, XFP Reg.

H3C S7500E 12-Port Enhanced 1000BASE-X Ethernet Optical Interface Module, SFP Req.

Wireless controller service module

Module (SC), SFP Req

4-Port 1000Base-PX Optical Line Terminal+8-Port 1000BASE-X Optical Interface

Module (SC), SFP Req

8-Port 1000Base-PX Optical Line Terminal+8-Port T000BASE-X Optical Interfac

Module (SC), SFP Req
Power Supply Configuration

16-Port 1000Base-PX Optical Line Terminal+8-Port 1000BASE-X Optical Interface

H3C S7500E, AC Power Supply Module, 2800W, Support PoE

Depends the number of Optional
wire slots on the cabinet
1-2 One power supply is

H3C S7500E, AC Power Supply Module, 1400W

neccessary. You can choose

H3C S7500E, DC Power Supply Module, 1400W, Support PoE

up to two power supplies.

H3C S7502E, AC Power Supply Module, 650W

The equipment does not

PoE Configurations

H3C S7502E, DC Power Supply Module, 650W

DIMM for PoE Master and Slave Power Management

support mixed insertion of
AC and DC power supplies,

or of different types of
power supplies.

Depends on the service -
module number

.

External PoE Power (220V-2500W, 110V-1250W) Rack (with 1 PoE PSU) 0-1 -
PoE Power Supply Unit (220V-2500W, 110V-1250W) module 0-2 -
External DC Power Cable for POE-3m 0-1 Used with 1400W DC

power supply

H3C
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Hangzhou H3C Technologies Co., Ltd.

Add: 310 Liuhe Road, Zhijiang Science Park,
Hangzhou 310053, P.R.China

Tel: +86-571-86760000

Fax: +86-571-86760001

Email: customer_service@h3c.com
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